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APPROACH: TRUESSEC.EU CRITERIA CATALOGUE 
FOR TRUSTWORTHY ICT PRODUCTS AND SERVICES
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TRUESSEC.EU CORE AREAS OF TRUSTWORTHINESS

1) Transparency

2) Privacy

3) Anti-discrimination

4) Autonomy

5) Respect

6) Protection



Example: Core Area Transparency



TRUESSEC.EU CRITERIA OF TRUSTWORTHINESS

 Information

 User-friendly consent

 Enhanced control mechanisms

 Privacy commitment

 Unlinkability

 Transparent processing of personal data

 Anti-discrimination

 Cyber security

 Product safety

 Statement of legal compliance

 Appropriate dispute resolution

 Protection of minors



TRUSTWORTHINESS 

ENHANCER CRITERION INDICATORS
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Information

i. Information is provided:

a. in a user-friendly manner

 in a plain language (understandable to lay persons)

 as long as necessary and as short as possible (e.g. in a form of one pager)

b. relevant to the context

c. clearly visible and easy to locate

d. in a structured machine-readable format.

ii. Information is provided free of charge.
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• Building trusted systems is a complex issue of technical and non-technical 

factors

• There are plenty theories and knowledge about trust

• How do we translate this into system design?

• How can we create generalizable lessons learned?



• The central concept in our framework are „trust issues“  specific, contextualized 

concerns that a system does not meet the trustors goals



• Trust entities are the main actors which form a trust system: trustor, system 

(trustee), task & environment

• Trust entities have specific characteristics, which influence the development of 

trust



MERGING TRUESSEC.EU AND SCOTT → VERDI

VERDI
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• TRUESSEC.eu Core Areas

• Characteristics of the system

VERDI Core Areas



OUR APPROACH: 
HOW DO WE DEFINE THE VERDI CORE AREAS AND THE 
VERDI CRITERIA CATALOGUE?
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Example: Core Area Transparency



Example: Core Area Privacy



VERDI Core Areas – First draft

Transparency

The SAE L3 is provided in line with information duties regarding
 the understanding of the system SAE L3 i.e. its functionality (What is it doing/can do?), limitations

(What is it not doing/cannot do?) and anticipation (What will it do next?)
 dealing with the (personal) data collected and processed for the purposes of L3.

Privacy The SAE L3 respects the protection of personal data and allows users to control their data.

Anti-discrimination The SAE L3 does not include any discriminative practices and biases based on parameters that are not
relevant for the functioning of the system.

Autonomy The SAE L3 gives users the opportunity to make decisions and respects those decisions. The system also
respects other parties’/persons’ rights and freedoms.

Respect The SAE L3 is provided in accordance with the legitimate expectations of the users in relation to the
system functionality and reliability.

Protection The SAE L3 is designed to guarantee the utmost possible protection from harms to users and to the
surrounding.
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